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Abstract
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1. Overview

The purpose of this docunent is to describe coexistence between
version 3 of the Internet-standard Network Managenent FrameworKk,
terned the SNWP version 3 franmework (SNWPv3), version 2 of the

I nt ernet-standard Network Managenent Framework, ternmed the SNWP
version 2 framework (SNMPv2), and the original Internet-standard
Net wor k Management Framewor k ( SNMPv1) .
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1.

1.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC2119 [15].

There are four general aspects of coexistence described in this
docunent. Each of these is described in a separate section:

-  Conversion of MB docunents between SMv1l and SMv2 formats is
docunented in section 2.

- Mapping of notification parameters is docunented in section 3.

- Approaches to coexi stence between entities which support the

various versions of SNMP in a multi-lingual network is
docunmented in section 4. This section addresses the processing
of protocol operations in multi-lingual inplenentations, as

wel I as behavi our of proxy inplenmentations.

- The SNWMPv1l Message Processing Model and Comunity- Based
Security Mbodel, which provides nechani sns for adapti ng SNVPv1
into the View Based Access Control Mbdel (VACM [20], is
docunented in section 5 (this section al so addresses the
SNMPv2c Message Processing Mbdel and Community-Based Security
Model ).

SNWPv 1
SNWPv1 is defined by these documents:

- STD 15, RFC 1157 [2] which defines the Sinple Network
Management Protocol (SNWPvl), the protocol used for network
access to managed objects.

- STD 16, RFC 1155 [1] which defines the Structure of Managenent
Information (SMv1l), the nmechani sms used for describing and
nam ng objects for the purpose of nanagenent.

- STD 16, RFC 1212 [3] which defines a nore concise description
mechani sm which is wholly consistent with the SMvl.

- RFC 1215 [4] which defines a convention for defining Traps for
use with the SMvl.

Not e that throughout this docunent, the term’SMvl is used. This
termgenerally refers to the information presented in RFC 1155, RFC
1212, and RFC 1215.
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SNMPv 2

SNWPv2 is defined by these docunents:

STD 58, RFC 2578 which defines Version 2 of the Structure of
Managenment Information (SMv2) [7].

STD 58, RFC 2579 which defines common M B "Textual Conventions"
[8].

STD 58, RFC 2580 whi ch defines Conformance Statenents and
requirenents for defining agent and nanager capabilities [9].

RFC 1905 whi ch defines the Protocol Operations used in
processing [10].

RFC 1906 which defines the Transport Mappings used "on the
wire" [11].

RFC 1907 whi ch defines the basic Managenent |Infornmation Base
for monitoring and controlling sone basic comon functions of
SNWP entities [12].

Note that SMv2 as used throughout this docunent refers to the first
three docunents |isted above (RFCs 2578, 2579, and 2580).

The foll owi ng document augnments the definition of SNWPv2:

1.3.

RFC 1901 [6] is an Experinental definition for using SNWPv2
PDUs within a conmunity-based nessage wapper. This is
referred to throughout this docunent as SNMPv2c.

SNWPv 3

SNWPv3 is defined by these documents:

Frye,

RFC 2571 which defines an Architecture for Describing SNW
Managenent Framewor ks [ 16].

RFC 2572 whi ch defines Message Processing and Di spatching [17].
RFC 2573 whi ch defines various SNVWP Applications [18].
RFC 2574 whi ch defines the User-based Security Mdel (USM,

providing for both Authenticated and Private (encrypted) SNWP
messages [ 19].
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- RFC 2575 which defines the View based Access Control Model
(VACM), providing the ability to linmt access to different MB
obj ects on a per-user basis [20].

SNWPv3 al so uses the SNMPv2 definitions of RFCs 1905 through 1907 and
the SMv2 definitions of 2578 through 2580 descri bed above.

1.4. SNwWv1l and SNWPv2 Access to M B Data

In several places, this docunment refers to ' SNMPv1l Access to MB
Data’ and ' SNMPv2 Access to MB Data’. These ternms refer to the part
of an SNMP agent which actually accesses instances of M B objects,
and which actually initiates generation of notifications.

Di fferences between the two types of access to MB data are:

- FError-status val ues generat ed.
- Ceneration of exception codes.
- Use of the Counter64 data type.

- The format of paraneters provided when a notification is
gener at ed.

SNMPv1 access to M B data nmay generate SNVPv1l error-status val ues,
wi Il never generate exception codes nor use the Counter64 data type,
and wi |l provide SNWPv1l format parameters for generating
notifications. Note also that SNMPv1l access to MB data will
actually never generate a readOnly error (a noSuchName error woul d
al ways occur in the situation where one would expect a readOnly
error).

SNMPv2 access to M B data may generate SNWPv2 error-status val ues,
may generate exception codes, may use the Counter64 data type, and
will provide SNWPv2 format paraneters for generating notifications.
Note that SNMPv2 access to MB data will never generate readOnly,
noSuchNane, or badVal ue errors.

Note that a particular multi-Ilingual inplenentation my choose to
i npl ement all access to M B data as SNWv2 access to M B data, and
performthe transl ations described herein for SNMPv1-based
transacti ons.

2. SM and Managenent |nfornati on Mappi ngs
The SMv2 approach towards describing collections of managed objects

is nearly a proper superset of the approach defined in the SMvl.
For exanpl e, both approaches use an adapted subset of ASN. 1 (1988)
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[11] as the basis for a fornmal descriptive notation. |Indeed, one

m ght note that the SMv2 approach largely codifies the existing
practice for defining MB nodul es, based on extensive experience with
the SMvl.

The follow ng sections consider the three areas: M B nodul es,
conpliance statenents, and capabilities statenents.

2.1. MB Mdul es

M B nodul es defined using the SMv1l may continue to be used with
protocol versions which use SNWPv2 PDUs. However, for the MB
nmodul es to conformto the SMv2, the follow ng changes SHALL be nade:

2.1.1. oject Definitions

In general, conversion of a MB npodul e does not require the
deprecation of the objects contained therein. |f the definition of
an object is truly inadequate for its intended purpose, the object
SHALL be deprecated or obsol eted, otherw se deprecation is not
required.

(1) The I MPORTS statenment MJST reference SNWPv2-SM, instead of
RFC1155-SM and RFC-1212.

(2) The MODULE-IDENTITY macro MJUST be invoked inmmediately after any
| MPORTs st at enent .

(3) For any object with an integer-val ued SYNTAX cl ause, in which
the correspondi ng | NTEGER does not have a range restriction
(i.e., the INTEGER has neither a defined set of named-nunber
enurer ati ons nor an assi gnment of |ower- and upper-bounds on its
val ue), the object MJST have the value of its SYNTAX cl ause
changed to Integer32, or have an appropriate range specified.

(4) For any object with a SYNTAX cl ause val ue of Counter, the object
MUST have the value of its SYNTAX cl ause changed to Counter 32.

(5) For any object with a SYNTAX cl ause val ue of Gauge, the object
MUST have the value of its SYNTAX cl ause changed to Gauge32, or
Unsi gned32 where appropri ate.

(6) For all objects, the ACCESS cl ause MJST be replaced by a MAX-
ACCESS cl ause. The val ue of the MAX- ACCESS cl ause SHALL be the
sane as that of the ACCESS cl ause unl ess sone ot her val ue nakes
"protocol sense" as the maximal |evel of access for the object.
In particular, object types for which instances can be
explicitly created by a protocol set operation, SHALL have a
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MAX- ACCESS cl ause of "read-create". |If the value of the ACCESS
clause is "wite-only", then the val ue of the MAX- ACCESS cl ause
MJUST be "read-wite", and the DESCRI PTI ON cl ause SHALL note t hat
reading this object will result in inplementation-specific
results. Note that in SMvl, the ACCESS cl ause specifies the

m ni mal required access, while in SMv2, the MAX- ACCESS cl ause
specifies the maxi num al |l owed access. This should be consi dered
when converting an ACCESS cl ause to a MAX- ACCESS cl ause.

(7) For all objects, if the value of the STATUS clause is
"mandat ory" or "optional", the value MJIST be replaced wth
"current", "deprecated", or "obsol ete" depending on the current
usage of such objects.

(8) For any object not containing a DESCRI PTI ON cl ause, the object
MJUST have a DESCRI PTI ON cl ause defi ned.

(9) For any object corresponding to a conceptual row which does not
have an | NDEX cl ause, the object MJST have either an | NDEX
cl ause or an AUGMVENTS cl ause defi ned.

(10) If any INDEX clause contains a reference to an object with a
synt ax of Networ kAddress, then a new object MJST be created and
placed in this I NDEX cl ause i nmedi ately precedi ng the object
whose syntax is NetworkAddress. This new object MJST have a
syntax of INTECGER, it MJUST be not-accessible, and its value MJST
al ways be 1. This approach allows one to convert a M B nodul e
in SMvl format to one in SMv2 format, and then use it with the
SNMPv1 protocol with no inpact to existing SNMPvl agents and
nmanager s

(11) For any object with a SYNTAX of NetworkAddress, the SYNTAX MJUST
be changed to | pAddress. Note that the use of NetworkAddress in
new M B docunents is strongly discouraged (in fact, new M B
docunents should be witten using SMv2, which does not define
Net wor kAddr ess) .

(12) For any object containing a DEFVAL cl ause with an OBJECT
| DENTI FI ER val ue which is expressed as a collection of sub-
identifiers, the value MJUST be changed to reference a single
ASN. 1 identifier. This may require defining a series of new
adm ni strative assignnents (OBJECT | DENTIFIERS) in order to
define the single ASN. 1 identifier

(13) One or nore OBJECT- GROUPS MJUST be defined, and rel ated objects
SHOULD be collected into appropriate groups. Note that SMv2
requires all OBJECT-TYPEs to be a menber of at |east one
OBJECT- GROUP
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O her changes are desirable, but not necessary:

(1) Creation and del etion of conceptual rows is inconsistent using
the SMvl. The SMv2 corrects this. As such, if the MB nodule
undergoes review early in its lifetine, and it contains
conceptual tables which allow creation and del eti on of
conceptual rows, then the objects relating to those tables MY
be deprecated and replaced with objects defined using the new
approach. The approach based on SMv2 can be found in section 7
of RFC2578 [7], and the RowStatus and StorageType TEXTUAL-
CONVENTI ONs are described in section 2 of RFC2579 [8].

(2) For any object with a string-val ued SYNTAX clause, in which the
correspondi ng OCTET STRI NG does not have a size restriction
(i.e., the OCTET STRI NG has no assi gnnment of |ower- and upper-
bounds on its length), the bounds for the size of the object
SHOULD be defi ned.

(3) Al textual conventions informally defined in the MB nodul e
SHOULD be redefined using the TEXTUAL- CONVENTI ON nmacro. Such a
change woul d not necessitate deprecating objects previously
defined using an informal textual convention

(4) For any object which represents a neasurenent in sone kind of
units, a UNITS cl ause SHOULD be added to the definition of that
obj ect.

(5) For any conceptual row which is an extension of another
conceptual row, i.e., for which subordinate colummar objects
both exist and are identified via the same semantics as the
ot her conceptual row, an AUGVENTS cl ause SHOULD be used in place
of the I NDEX clause for the object corresponding to the
conceptual row which is an extension

Finally, to avoid comon errors in SMvl M B nodul es:

(1) For any non-columar object that is instanced as if it were
i medi ately subordinate to a conceptual row, the value of the
STATUS cl ause of that object MJST be changed to "obsol ete"

(2) For any conceptual row object that is not contained i mediately
subordi nate to a conceptual table, the value of the STATUS
clause of that object (and all subordi nate objects) MJIST be
changed to "obsol ete".
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2.1.2. Trap and Notification Definitions

If a MB nodule is changed to conformto the SMv2, then each
occurrence of the TRAP-TYPE macro MJUST be changed to a correspondi ng
i nvocation of the NOTIFI CATI ON- TYPE macr o:

(1) The I MPORTS statement MJUST NOT reference RFC- 1215 [4], and MJUST
ref erence SNWPv2- SM i nst ead.

(2) The ENTERPRI SE cl ause MJUST be renoved
(3) The VARI ABLES cl ause MJST be renaned to the OBJECTS cl ause.

(4) A STATUS cl ause MJST be added, with an appropriate val ue.
Nornmal Iy the val ue should be 'current,’ although 'deprecated or
"obsol ete’ may be used as needed.

(5) The value of an invocation of the NOTIFI CATI ON-TYPE nacro i s an
OBJECT | DENTI FI ER, not an | NTEGER, and MJST be changed
accordingly. Specifically, if the value of the ENTERPRI SE
clause is not 'snnp’ then the value of the invocation SHALL be
the val ue of the ENTERPRI SE cl ause extended with two sub-
identifiers, the first of which has the value 0, and the second
has the val ue of the invocation of the TRAP-TYPE. |If the val ue
of the ENTERPRI SE cl ause is 'snnp’, then the value of the
i nvocation of the NOTIFI CATI ON- TYPE nacro SHALL be mapped in the
same manner as described in section 3.1 in this docunent.

(6) A DESCRIPTION cl ause MIST be added, if not already present.

(7) One or nore NOTIFI CATI ON- GROUPs MUST be defined, and rel ated
notifications MJST be collected into those groups. Note that
SMv2 requires that all NOTIFI CATI ON- TYPEs be a nenber of at
| east one NOTI FI CATI ON- GROUP

2.2. Conpliance Statenents

For those information nodul es which are "standards track", a
correspondi ng invocati on of the MODULE- COWLI ANCE nacro and rel ated
OBJECT- GROUP and/ or NOTI FI CATI ON- GROUP nmacr os MUST be i ncl uded within
the information nodule (or in a conpanion informtion nodul e), and
any comentary text in the information nodule which relates to
conpl i ance SHOULD be renpoved. Typically this editing can occur when
the informati on nodul e under goes revi ew
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Not e that a MODULE- COVPLI ANCE statenent is not required for a MB
document that is not on the standards track (for exanple, an
enterprise MB), though it may be useful in sone circunstances to
define a MODULE- COMPLI ANCE st at enent for such a M B docunent.

2.3. Capabilities Statenents

RFC1303 [5] uses the MODULE- CONFORMANCE macro to describe an agent’s
capabilities with respect to one or nore M B nodul es. Converting
such a description for use with the SMv2 requires these changes:

(1) The macro nanme AGENT- CAPABI LI TI ES SHOULD be used instead of
MODUL E- CONFORMANCE.

(2) The STATUS cl ause SHOULD be added, with a value of 'current’.

(3) Al occurrences of the CREATI ON- REQUI RES cl ause MJST either be
omtted if appropriate, or be changed such that the semantics
are consistent with RFC2580 [9].

In order to ease coexistence, object groups defined in an SMv1l
conmpliant M B nodul e may be referenced by the I NCLUDES cl ause of an

i nvocation of the AGENT-CAPABILITIES nmacro: upon encountering a
reference to an OBJECT | DENTI FI ER subtree defined in an SMvl MB
nodul e, all |eaf objects which are subordinate to the subtree and
have a STATUS cl ause val ue of mandatory are deenmed to be | NCLUDED.
(Note that this nmethod is anmbi guous when different revisions of an
SMv1l MB have different sets of mandatory objects under the sane
subtree; in such cases, the only solutionis to rewite the MB using
the SMv2 in order to define the object groups unanbi guously.)

3. Translating Notifications Paraneters

This section describes how paraneters used for generating
notifications are translated between the format used for SNWPv1l
notification protocol operations and the fornmat used for SNWPv2
notification protocol operations. The paraneters used to generate a
notification are called '"notification paraneters’. The fornmat of
paraneters used for SNMPv1l notification protocol operations is
refered to in this docunent as 'SNMPv1l notification paraneters’. The
format of paraneters used for SNWPv2 notification protocol operations
is refered to in this docunent as 'SNMPv2 notification paraneters’
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The situations where notification paranmeters MJST be transl ated are:

Wien an entity generates a set of notification paranmeters in a
particular format, and the configuration of the entity
indicates that the notification nust be sent using an SNW
message version that requires the other format for notification
paraneters

Wien a proxy receives a notification that was sent using an
SNMP nessage version that requires one format of notification
paraneters, and nmust forward the notification using an SNWVP
message version that requires the other format of notification
paraneters

In addition, it MAY be desirable to translate notification paraneters
in a notification receiver application in order to present
notifications to the end user in a consistent format.

Note that for the purposes of this section, the set of notification
paraneters is independent of whether the notification is to be sent
as a trap or an inform

SNMPv1 notification paranmeters consist of:

An enterprise paranmeter (OBJECT | DENTI FI ER)
An agent - addr paranet er (Networ kAddr ess).

A generic-trap paraneter (INTEGER

A specific-trap paraneter (|NTEGER)

A time-stanp parameter (TineTicks).

A list of variable-bindings (VarBindList).

SNMPv2 notification paraneters consist of:

Frye, et

A sysUpTine paraneter (TineTicks). This appears in the first
vari abl e-binding in an SNMPv2- Trap- PDU or | nfornRequest - PDU

An snnmpTrapO D paraneter (OBJECT IDENTIFIER). This appears in
t he second vari abl e-binding in an SNWPv2- Tr ap- PDU or
I nf or "Request - PDU

A list of variable-bindings (VarBindList). This refers to al

but the first two vari abl e-bindings in an SNWPv2- Tr ap- PDU or
I nf or mRequest - PDU
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3.1. Translating SNVWPvl Notification Paraneters to SNVPv2 Notification
Par amet er s

The followi ng procedure describes how to translate SNWPv1
notification paraneters into SNVMPv2 notification paraneters:

(1) The SNMPv2 sysUpTi ne paraneter SHALL be taken directly fromthe
SNMPv1 tine-stanp paraneter

(2) If the SNWMPv1l generic-trap paraneter is 'enterpriseSpecific(6)’,
the SNVPv2 snnpTrapO D paraneter SHALL be the concatentation of
the SNVPv1l enterprise paraneter and two additional sub-
identifiers, "0, and the SNMPvl specific-trap paraneter.

(3) If the SNWPv1l generic-trap paraneter is not

enterpriseSpecific(6)’, the SNMPv2 snnpTrapO D paraneter SHALL

be the corresponding trap as defined in section 2 of RFC1907

[12]:

generic-trap paraneter snnmpTrapA D. 0

(coldStart)

(warnfstart)

(1'i nkDown)

(1'i nkUp)

(aut henti cationFail ure)
(egpNei ghbor Loss)

PRPRPRRERE

Wwwwwow
PRPRPRRERE

00000
el
el

ORAWNRO
00000
Wwwwwow
aoaoaoon
OUThWN R

(4) The SNMPv2 vari abl e-bi ndi ngs SHALL be the SNMPv1l vari abl e-
bindings. In addition, if the translation is being perforned by
a proxy in order to forward a received trap, three additiona
vari abl e-bindings will be appended, if these three additiona
vari abl e- bi ndi ngs do not already exist in the SNWPv1l vari abl e-
bi ndi ngs. The nanme portion of the first additional variable
bi ndi ng SHALL contain snnpTrapAddress. 0, and the val ue SHALL
contain the SNMPvl agent-addr paraneter. The nane portion of
t he second additional variable binding SHALL contain
snnpTrapCommunity. 0, and the value SHALL contain the val ue of
the conmunity-string field fromthe received SNMPv1l nessage
whi ch contained the SNMPvl Trap-PDU. The nane portion of the
third additional variable binding SHALL contain
snnpTrapEnterprise.0 [12], and the val ue SHALL be the SNwPv1l
enterprise paraneter.
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3.2. Translating SNVWPv2 Notification Paraneters to SNVPvl Notification
Par amet er s

The followi ng procedure describes how to translate SNWPv2
notification paraneters into SNMPvl notification paraneters:

(1) The SNMPv1l enterprise paraneter SHALL be determi ned as foll ows:

- |If the SNMPv2 snnpTrapO D paraneter is one of the standard
traps as defined in RFC1907 [12], then the SNWMPv1l enterprise
paraneter SHALL be set to the value of the variable-binding in
the SNWPv2 vari abl e- bi ndi ngs whose nane is snnpTrapEnterprise.0
if that variable-binding exists. |If it does not exist, the
SNMPv1 enterprise paraneter SHALL be set to the val ue
snnpTraps’ as defined in RFC1907 [12].

- |If the SNWPv2 snnpTrapO D paraneter is not one of the standard
traps as defined in RFC1907 [12], then the SNWMPvl enterprise
paraneter SHALL be deternined fromthe SNWPv2 snnpTrapO D
paraneter as follows:

- If the next-to-last sub-identifier of the snnmpTrapO D is
zero, then the SNMPv1l enterprise SHALL be the SNWPv2
snnmpTrapO D with the last 2 sub-identifiers renoved
ot herwi se

- |If the next-to-last sub-identifier of the snmpTrapOD is
non-zero, then the SNMPvl enterprise SHALL be the SNWPv2
snmpTrapO D with the last sub-identifier renoved

(2) The SNMPv1l agent-addr paraneter SHALL be determ ned based on the
situation in which the translation occurs.

- If the translation occurs within a notification originator
application, and the notification is to be sent over IP, the
SNMPv1 agent -addr paraneter SHALL be set to the | P address of
the SNVP entity in which the notification originator resides.
If the notification is to be sent over sonme other transport,
the SNWPv1l agent - addr parameter SHALL be set to 0.0.0.0.

- If the translation occurs within a proxy application, the proxy
nmust attenpt to extract the original source of the notification
fromthe variable-bindings. |If the SNWPv2 vari abl e- bi ndi ngs
contains a variabl e bindi ng whose nane is snnpTrapAddress. 0,

t he agent-addr paranmeter SHALL be set to the value of that
vari abl e binding. Oherw se, the SNMPv1l agent-addr paraneter
SHALL be set to 0.0.0.0.

Frye, et al. St andards Track [ Page 13]



RFC 2576 Coexi st ence bet ween SNVP versi ons March 2000

(3) If the SNMPv2 snnpTrapO D paraneter is one of the standard traps
as defined in RFC1907 [12], the SNMPv1l generic-trap paramneter
SHALL be set as foll ows:

snnpTrapA D. 0 paranet er generic-trap

(coldstart) 0
(warnttart) 1
(1'i nkDown) 2
(1inkUp) 3
(aut henti cati onFail ure) 4
(egpNei ghbor Loss) 5

PREPRRERPE
WwWwwwow
00000’
PREPRRERPE
00000’
WwWwwwow
PREPRRERPE
PREPRRERPE
oo aoao
OUTEWN R

O herwi se, the SNWPv1l generic-trap paraneter SHALL be set to 6.

(4) If the SNWMPv2 snnpTrapO D paraneter is one of the standard traps
as defined in RFC1907 [12], the SNMPv1l specific-trap paraneter
SHALL be set to zero. Oherwi se, the SNMPvl specific-trap
paraneter SHALL be set to the last sub-identifier of the SNwWPv2
snnpTrapO D par anet er.

(5) The SNMPv1 tinme-stanp paraneter SHALL be taken directly fromthe
SNWPv2 sysUpTi ne paranet er.

(6) The SNMPv1 vari abl e- bi ndi ngs SHALL be the SNMPv2 vari abl e-
bi ndi ngs. Note, however, that if the SNWPv2 vari abl e- bi ndi ngs
contai n any objects whose type is Counter64, the translation to
SNMPv1 notification parameters cannot be perfornmed. In this
case, the notification cannot be encoded in an SNMPv1l packet
(and so the notification cannot be sent using SNWv1, see
section 4.1.3 and section 4.2).

4. Approaches to Coexistence in a Milti-lingual Network

There are two basic approaches to coexistence in a multi-Ilingua
network, multi-lingual inplenentations and proxy inplenentations.
Multi-lingual inplementations allow elenents in a network to

communi cate with each other using an SNMP version which both el enents
support. This allows a multi-lingual inplenentation to comunicate
wi th any nono-1ingual inplenmentation, regardl ess of the SNWP version
supported by the nono-Iingual inplenentation

Proxy inplenmentations provide a nmechani smfor translating between
SNMP versions using a third party network elenment. This allows
network el enents which support only a single, but different, SNW
version to communi cate with each other. Proxy inplenmentations are

al so useful for securing conmunications over an insecure |ink between
two | ocally secure networks.
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4.1. Milti-lingual inplenentations

Thi s approach requires an entity to support multiple SNWP nessage
versions. Typically this means supporting SNWPv1l, SNWPv2c, and
SNMPv3 nmessage versions. The behavi our of various types of SNW
applications which support nultiple nessage versions is described in
the followi ng sections. This approach allows entities which support
mul ti pl e SNMP nmessage versions to coexist with and communi cate with
entities which support only a single SNMP nessage version

4.1.1. Command Gener at or

A command generator nust select an appropriate nmessage versi on when
sendi ng requests to another entity. One way to achieve this is to
consult a | ocal database to select the appropriate nessage version

In addition, a command generator MJST ' downgrade’ GetBul k requests to
Get Next requests when sel ecting SNMPvl as the nessage version for an
outgoi ng request. This is done by sinply changing the operation type
to GetNext, ignoring any non-repeaters and nax-repetitions val ues,
and setting error-status and error-index to zero.

4.1.2. Command Responder

A command responder nust be able to deal with both SNMPvl and SNWPv2
access to MB data. There are three aspects to dealing with this. A
command responder mnust:

- Deal correctly with SNVMPv2 access to MB data that returns a
Count er64 val ue while processing an SNVPv1l nessage,

- Deal correctly with SNMPv2 access to MB data that returns one
of the three exception values while processing an SNWv1
nmessage, and

- Map SNWMPv2 error codes returned from SNMPv2 access to M B data
into SNMPv1l error codes when processing an SNMPvl nessage.

Note that SNMPv1l error codes SHOULD NOT be used without any change
when processi ng SNMPv2c or SNWPv3 nessages, except in the case of
proxy forwarding. |In the case of proxy forwarding, for backwards
conpatibility, SNWMPvl error codes nay be used without any change in a
forwarded SNMPv2c or SNMPv3 nessage

The foll owi ng sections describe the behaviour of a conmand responder

application which supports nultiple SNVP nessage versions, and which
uses sone conbi nati on of SNMPvl and SNWMPv2 access to M B dat a.
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4.1.2.1. Handling Counter64

The SMv2 [7] defines one new syntax that is inconpatible with SMv1.
This syntax is Counter64. All other syntaxes defined by SMv2 are
compatible with SMv1l.

The inmpact on nulti-lingual conmand responders is that they MJST NOT
ever return a variable binding containing a Counter64 value in a
response to a request that was received using the SNMPv1l nessage
ver si on.

Mul ti-Iingual conmand responders SHALL take the approach that object
i nstances whose type is Counter64 are inplicitly excluded fromview
when processing an SNWv1 nessage. So:

- On receipt of an SNWMPv1l Get Request-PDU containing a variable
bi ndi ng whose name field points to an object instance of type
Count er64, a Get ResponsePDU SHALL be returned, with an error-
status of noSuchNane and the error-index set to the variable
bi ndi ng that caused this error.

- On an SNWPv1l Cet Next Request-PDU, any object instance which
contains a syntax of Counter64 SHALL be skipped, and the next
accessi bl e object instance that does not have the syntax of
Counter64 SHALL be retrieved. If no such object instance
exists, then an error-status of noSuchName SHALL be returned,
and the error-index SHALL be set to the variabl e binding that
caused this error.

- Any SNWMPv1 request which contains a variable binding with a

Counter64 value is ill-fornmed, so the foregoing rules do not
apply. If that error is detected, a response SHALL NOT be
returned, since it would contain a copy of the ill-forned

vari abl e binding. Instead, the offending PDU SHALL be
di scarded and the counter snnplnASNParseErrs SHALL be
i ncr ement ed.

4.1.2.2. Mapping SNMPv2 Exceptions

SNMPv2 provides a feature called exceptions, which allow an SNWPv2
Response PDU to return as nuch nmanagenent information as possible,
even when an error occurs. However, SNMPv1l does not support
exceptions, and so an SNWv1l Response PDU cannot return any
managenment information, and can only return an error-status and
error-index val ue.
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When an SNWPv1l request is received, a conmand responder MJST check
any vari abl e bindings returned using SNWPv2 access to MB data for
exception val ues, and convert these exception values into SNWv1
error codes.

The type of exception that can be returned when accessing MB data
and the action taken depends on the type of SNWP request.

- For a GetRequest, a noSuchQbject or noSuchl nstance exception
may be returned.

- For a Get Next Request, an endO'M bVi ew exception nay be
returned.

- No exceptions will be returned for a Set Request, and a
CGet Bul kRequest should only be received in an SNMPv2c or SNWPv3
message, so these request types nmay be ignored when mappi ng
exceptions.

Note that when a response contains multiple exceptions, it is an
i mpl erent ati on choice as to which variable binding the error-index
shoul d reference.

4.1.2.2.1. Mapping noSuchObj ect and noSuchl nstance

A noSuchObj ect or noSuchl nstance exception generated by an SNWPv2
access to MB data indicates that the requested object instance can
not be returned. The SNMPv1l error code for this condition is
noSuchName, and so the error-status field of the response PDU SHALL
be set to noSuchName. Also, the error-index field SHALL be set to
the index of the variable binding for which an exception occurred
(there may be nore than one and it is an inplenmentation decision as
to which is used), and the variable binding list fromthe origina
request SHALL be returned with the response PDU

4.1.2.2.2. Mapping endOf M bVi ew

Wien an SNWPv2 access to M B data returns a variabl e binding
cont ai ni ng an endOf M bVi ew exception, it indicates that there are no
obj ect instances avail able which | exicographically foll ow the object
in the request. In an SNMPv1l agent, this condition normally results
in a noSuchNanme error, and so the error-status field of the response
PDU SHALL be set to noSuchName. Also, the error-index field SHALL be
set to the index of the variable binding for which an exception
occurred (there may be nore than one and it is an inplenentation
decision as to which is used), and the variable binding list fromthe
original request SHALL be returned with the response PDU
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4.1.2.3. Processing An SNWPv1l GCet Request

When processing an SNWPv1l CGet Request, the foll owi ng procedures MJST
be foll owed when using an SNWPv2 access to M B data.

When such an access to M B data returns response data using SNVPv2
syntax and error-status val ues, then

(1) If the error-status is anything other than noError

- The error status SHALL be translated to an SNVPv1l error-status
using the table in section 4.3, "Error Status Mppi ngs"

- The error-index SHALL be set to the position (in the origina
request) of the variable binding that caused the error-status.

- The variable binding list of the response PDU SHALL be nade
exactly the sane as the variable binding Iist that was received
in the original request.

(2) If the error-status is noError, the variable bindings SHALL be
checked for any SNMPv2 exception (noSuchCbject or
noSuchl nstance) or an SNMPv2 syntax that is unknown to SNWPv1
(Counter64). |If there are any such variabl e bi ndi ngs, one of
t hose vari abl e bindings SHALL be selected (it is an
i mpl ement ation choice as to which is selected), and:

- The error-status SHALL